Setup of MFA (Multi-Factor Authentication) When Prompted

User Documentation
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Setup with Microsoft Authenticator
This section will explain how to setup MFA with Microsoft authenticator.

=“ Microsoft

andersons@angus.gov.uk

L] < (5} Enter password
A We weren't able to connect. Sign in and we'll try agair Sign in
Step 1 Step 2

Access to Office 365 applications such as teams, sharepoint and outlook will cease access until You may be prompted for your
you setup MFA. password, if you are, enter your

assword and click sign in.
Open teams and click the sign in option. P d




B Microsoft
andersons@anqus.gov.uk

More information required

Your organisation needs more information to keep
your account secure

Use a different account

Angus Council ?
Keep your account secure

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose
“Mext".

| want to use a different authenticator app

Lwant to set up a different method
Step 3 Step 4
Select Next. Click next to continue with setting up Microsoft Authenticator.




Angus Council
Keep your account secure

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or
school".

o | R

I want to set up a different method

nnees s

Authenticator

Let's avdd your first accont!

Step 5

Press next.

Step 6

Open Microsoft Authenticator on your mobile and select the
plus at the top right corner.




Parsonal account

Work or schodl account

p. Oher ([Google, Facebook, etc.)

G] When you are signed in with your personal account, all
stored passwords, addresses, and other autofill info

will be available on this device.

Teen .

€ Add account
‘What kind of account are you adding?

== Personal account

== Waork or school account

[of Ctheraccount {Google, Facebook,
i)

() ¥V you are skyiied I wish personal account, ol woled
paskwanlk, addresees. wni oilsee puloill afo will be
weaitabie o this dvice.

Step 7

Select work for school account.

Step 8
Select scan a QR code, and this will open the camera.




Scan QR code

Your account provider will display a QR code

Or enter code manually

09:50

= Authenticator

Angus Council
AndersonS@angus. gov.uk

Step 9

Point the camera at the QR code displayed on your screen with
your mobile device to scan it.

If you are unable to scan the QR code, click here.

Step 10

After you have scanned the QR code you should see your
account added to your authenticator application called
“Angus Council”




Microsoft Authenticator

Scan the QR code

cn

a

th your account.

you scan the QR code. choose "Next

Can't scan image?

soft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

Back

Angus Council ?

Keep your account secure

Microsoft Authenticator

- Let's try it out
Approve the netification we're sending to your app by entering the number
- shown below. :

37

| Back

| want to set up a different method

Step 11

Press next to proceed to final stage.

Step 12

IMPORTANT - Failing to complete this step will result in the
authentication method being non-useable.

To authenticate your account, you are required to enter the
unique number that is generated.




‘ Are you trying to sign in?

Angus Caungi|
AndersonS@angus gov.k

&

Approve sigr-in?

Enter the numb

NO, [T'S NOT ME

FGANT SEE THE NUMBER

Cancel

Step 13 Step 14
Enter the code which is displayed on your screen into your Finally, you will be asked to enter your passcode/password for
mobile and press yes. your mobile device.

Once again this is unique so it will not be the same as the
example provided.




Angus Council ?

Keep your account secure

Microsoft Authenticator

1 want to set up a different method

=7

Angus Council
Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Dane" to continue signing
in.

Default sign-in method:

@ Microsoft Authenticator

Step 15

If successful, you will see the message below. Press next to
complete the setup.

Step 16

Select Done.

Please sign out of your account and sign back in to ensure your
credentials are passed correctly to all Office 365 applications.

Not signing out and in may result in you being prompted to enter
your password and authenticate for all Office 365 applications.

Setup Complete.




Setup with Google Authenticator
This section will explain how to setup MFA with Google authenticator.

=“ Microsoft

andersons@angus.gov.uk

L] < (5} Enter password
A We weren't able to connect. Sign in and we'll try agair Sign in
Step 1 Step 2

Access to Office 365 applications such as teams, sharepoint and outlook will cease access until You may be prompted for your
you setup MFA. password, if you are, enter your

assword and click sign in.
Open teams and click the sign in option. P d




B® Microsoft
andersons@anqus.gov.uk

More information required

Your organisation needs more information to keep
your account secure

Use a different account

Angus Council

Keep your account secure

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose
“Mext".

| want to use a different authenticator app

L want to set up a different method
Step 3 Step 4
Select Next. Select | want to use a different authenticator app.




Angus Council
Keep your accou nt secure

Authenticator app

Set up your account

In your app, add a new account.

T 2N

L want to set up a different method

TYUILUUNLITLUR LG WU LWHTIVE JUY IV FYy
722 165 &
sso.angus.gov.uk (OKTA Admin)

076 777 (#

sso.angus.gov.uk (OktaTest02@angus.gov.uk)

411707 G

sso.angus.gov.uk (OktaTestO1@angus.gov.uk)

656 775 ¢

Step 5

Select

next.

Step 6

Open the google authenticator app on your mobile device.
Select the + button at the bottom right corner.




Scan a QR code

Enter a setup key

®

Authenticator app

Scan the QR code

R

Step 7

Select Scan a QR Code.

Step 8

This will open your camera, point the camera at the QR code
displayed on your screen and scan it.

If you are unable the scan the QR code click here.




210 348

Microsoft: Angus Council:AndersonS@angus...

/79 028 ‘

Angus Council

Keep your account secure

Authenticator app

Enter code

Enter the 6-digit code shown in the Authenticator app.

667549 |

v

I want to set up a different method

Step 9

After you have scanned the QR displayed on the screen, press
next.

You will know it has been successful as an entry called “Microsoft:
Angus Council:(EMAIL ADDRESS)” will be an option within the
application.

Step 8

The final stage is to enter an authentication code.

NOTE: You do NOT need to include spaces between the first three
numbers and the second three.




Angus Council ?

Authenticator app was succassfully
registered

Wed, 08 May 2024 1
Success!

Great job! You have successfully set up your security info. Choose *Done” to continue signing
in

Default sign-in method:

D Authenticator app

Step 9

Select Done.

Please sign out of your account and sign back in to ensure your
credentials are passed correctly to all Office 365 applications.

Not signing out and in may result in you being prompted to enter
your password and authenticate for all Office 365 applications.

Setup Complete.




Microsoft Authenticator — Unable to Scan QR Code

If you are having issues with scanning the QR code when setting up Microsoft Authenticator, please find below the instructions of
how to manually set this up.

Microsoft Authenticator X

Scan the QR code

Scan QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

Add account

After you scan the QR code, choose "Next".

WORK OR SCHOOL ACCOUNT

586270203

https://mobileappcommunicator.auth.micro...

‘ Can't scan image?

Enter the following into your app:

Code: 609951510 In] Finish
URL: https://mobileappcommunicator.auth.microsoft.com/activate/681487822/WEU D
Back
Your account provider will display a QR code
Or enter code manually
Step 1 Step 2 Step 3
Select “Can’t scan image?” you will need the In the Microsoft Authenticator Enter the unique code and URL that is
code and URL for the next stage. app select “or enter code displayed on your screen into the
manually” Microsoft Authenticator app, once

completed select finish.




Microsoft Authenticator ®

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “Next”,

Can't scan image?

Enter the following into your app

Code: 609951510 ]

URL: https://mobileappcommunicator.auth. microsoft. com/activate/681487822/WEU ]

Back Next

Microsoft Authenticator

Let's try it out

v

lApprove the netification we're sending to your app by entering the number shown below

- 36

09:52 o AG =

a +

= Authenticator

Angus Council
AndersonS@angus.gov.uk

Are you trying to sign in?
Angus Council
AndersonS@angus.gov.uk

Enter the numbsar shown to sign in.

[Enter number

No, it's not me Yes

! 2 o
b 2 S
s 2 v

0 <

Step 4

Select Next

Step 5

To authenticate your account, you are required
to enter the unique number that is generated.

Step 6

Enter the code, which is
displayed on your screen,
once again this is unique so
it will not be the same as the
example provided




Angus Council ?

Keep your account secure

Microsoft Authenticator

1 want to set up a different method

=7

Angus Council
Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Dane" to continue signing
in.

Default sign-in method:

@ Microsoft Authenticator

Step 7

If successful, you will see the message below. Press next to
complete the setup.

Step 8

Select Done.

Please sign out of your account and sign back in to ensure your
credentials are passed correctly to all Office 365 applications.

Not signing out and in may result in you being prompted to enter
your password and authenticate for all Office 365 applications.

Setup Complete.




Google Authenticator — Unable to Scan QR Code
If you are having issues with scanning the QR code when setting up Google Authenticator, please find below the instructions of

how to manually set this up.

Authenticator app

Scan the QR code

Use the authenticator app to scan the QR code. This will connect your authenticator app with your
account.

After you scan the QR code, choose "Next”.

‘ Can't scan image?

Account name: Angus CouncilAndersonS@angus.gov.uk ]

Scan a QR code (]

Enter a setup key

Enter account details

Account

Angus Council:AndersonS@angus.gov.uk

Key

mihvd5fgsmchbzwl

Time-based «

Secret key: mlhvd5fgsmchbzwl [}
‘ Back Next
Step 1 Step 2 Step 3

Select “can’t scan image?” you will need the
account name and secret key for the next
stage.

Within the Google Authenticator app
select the + button at the bottom right and
“Enter a setup key”

Enter the account name and
unigue secret key that is
displayed on your screen into the
Google Authenticator app, once
completed select add.




Authenticator app X

Enter code

RESREN Enter the 6-digit code shown in the Authenticator app.

| knter code

Back

Angus Council ?

Authenticator app was succassfully
registered

Keep your ad|

Wed, 08 May 2024 10:55:03 GMT

Success!

Default sign-in method:

D Authenticator app

Step 4

After you have added the account press next,

You will then be asked to authenticate. Enter a 6-digit code that
has been generated on the google authenticator application
into your device.

NOTE: You do NOT need to include spaces between the first
three numbers and the second three

Step 9

Select Done.

Please sign out of your account and sign back in to ensure your
credentials are passed correctly to all Office 365 applications.

Not signing out and in may result in you being prompted to enter
your password and authenticate for all Office 365 applications.

Setup Complete.
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